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£ BackupAssist

1.Introduction

BackupAssist's main menu contains useful tools, and settings that apply to the application as a whole.
The Settings tab contains additional configurations that can be applied to each backup job. This
whitepaper explains these options and how to use them.

Documentation

The different backup types that the Setting tab configurations apply to, are documented in their own
whitepapers. The below links are good starting points for planning your backup strategy:

e For information on the BackupAssist Backup tab, see the BackupAssist Backup Tab Whitepaper.
e Forinformation on the BackupAssist Restore tab, see the BackupAssist Restore Tab Whitepaper.
e For information on the BackupAssist Recover tab, see the BackupAssist Recover Tab Whitepaper.

Licensing

BackupAssist requires a license once the initial trial period has expired. Please contact your local
BackupAssist reseller or distributor for pricing information, or visit www.BackupAssist.com.

Settings overview

The BackupAssist application menu is along the top of the UI and remains visible above every tab and
screen. The Settings tab is on the lower left and contains six configurations.

Eile Jobs View Settings Help

a Configure system & application settings
#-L‘ Backup user identity =] Q Network paths 7]
LMY
BackupAssist uses this identity to log inwhen youre away so it Set up paths and authentication for your netwark drives.
can perform the backup.

@ Email server settings (-] @ Proxy settings (%]
BackupAssist will useyour email serverto send reports and These settings affect Centralized monitoring, licence activation
other notifications. andthe sending of diagnostics

:E=- Email address list (>] ... Windows settings (7]

- ]
Modify Backupfssist's global list of email addresses. Settings that affect the behaviour of Windows

&

Settings

BackupAssist Settings tab
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£ BackupAssist’

2.Settings tab selections

The Settings tab contains configurations that can be used by any backup job that you create. The
Backup user identity and Email server should be set up before creating a backup job.

Backup user identity

Backup jobs require an administrator account with read access to the data source, and full read-write
access to the backup’s destination. It is recommended that a dedicated backup account is created for
this purpose. The account’s details are entered here and your backup jobs will be launched using these
credentials. The account’s permissions will be validated both when the backup user identity is entered
and each time the job is executed. If no account is specified or the account has insufficient
permissions, the backup job will fail and note the error in the backup report.

A video explaining the creation of a backup user identity can be found on our, Videos Webpage.

Backup user identity

Enter a name and password for your backup user.

& Backup

@ Provide abackup useridentity {recommended)

The backup processes will run as if this useris logged inand performing the
backup manually.

Make sure thatthe user entered here has access to all thefiles and directories you
want to back up. If you're backing up to tape, make sure this user is part of the
Backup Operator group.

Username: backupadmin

Password: oy

This password should never expire.

Domain: GUMTREE] -

() Useyourlocal systemlogin

Ifthis setting is selected BackupAssist may notbe able to access network
resources

This setting is only recommended for those who understand its implications, orif
technical support has suggested its use.

[ ok [ cancel |

To configure a Backup User Identity in BackupAssist:
1. Select the Settings Tab and select Backup user identity.

2. Select Provide a backup user identity (recommended). The local system account should only be
selected if requested by the BackupAssist technical support team.

3. Enter the username and password for the account to be used as the Backup User Identity.

4. Either type the domain name for the user directly or select it from the domain drop-down menu. If
the account is not a member of a domain, you can simply select the computer name of the
machine or leave the domain field blank.

5. Click OK
Once a Backup user identity has been created, it should be tested by running a backup job.
Use your local system login should only be selected if requested by the BackupAssist technical support team,

or if you are having difficulties using a Backup user identity. A local user account may not have the required
access, and if a user/local account is disabled or locked your backup job will fail.

BackupAssist Settings tab
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Email server settings

BackupAssist can email backup reports after a backup job has been run. To send these emails,
BackupAssist must be provided with the details of an SMTP mail server. These details are entered here.

Mail server settings

£ BackupA

Enter your mail server settings.

Activate email features in BackupAssist

Note thatif you are sending emails from one domain to another, most mail servers
require authentication with a user name and password.

BackupAssist emails come from this person:

Name: BackupAssist on FILE-SERVER
Email: backupadmin@gumtrees.com

SMTP Server:  mailserver.com Port: 25
Connection type: [Auhodehect ']

Username: |

Password:

[ Test settings and connection type ]

To configure mail server settings in BackupAssist:

1. Select the Settings Tab.

2. Select Mail Server Settings.

3. Check Activate email features in BackupAssist.
4

Enter a name in the Name field and email address in the Email field to denote who the emails that
BackupAssist sends come from.

These details provide the sender information for the emails sent by BackupAssist. When you
receive BackupAssist emails, they look as if they were sent by this person within your email client.
The email address does not need to be valid, but depending on your mail server, you may need to
specify one that is of the same domain (eg. @backupassist.com) as the mail server.

5. Enter the name of your mail server in the SMTP Server field (eg. mail.domain.com). It can be a
good idea to use the server's IP address, because it removes the dependency on DNS. If your DNS
server is down, your mail will still be sent if you use the IP address of the mail server.

6. Enter the mail server port number in the Port field. Most servers run on port 25, but some ISPs will
block this port and run their mail server on a different one.

7. Choose a method for connection to your mail server in the Connection type drop-down menu

8. Enter a valid username and password that has permission to send email using the specified SMTP
server. These are the credentials used by the BackupAssist email account.

9. Click OK

BackupAssist provides a number of methods for communicating with your mail server. If you are unsure which
method applies to your mail server click Test settings and connection type and BackupAssist will determine
the most appropriate. AutoDetect will attempt all possible connection types.

BackupAssist Settings tab
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Email address list

This option is used to define and store the email addresses of potential notification recipients. The list
will be used to populate the recipient selection screen when configuring an email notification for a
backup job. Any email addresses entered during the creation of a new notification (while creating a
backup job) are automatically added to this list.

Email address list

To send an email to an address in this list, edit a job and add a notification.

Add a new address: Send as:

ame <email @domain.com > HTML v ] [ Add ]

Recipient list:
john.a <john.a@gumirees.com= - HTML
jane.b <jane b@gumtrees.com> - HTML
joe.c <joe.c@gumtrees.com= - Plain
julie.d <julie.d @gumtrees.com> - Plain e
[ ok J[ cancel |

To configure an Email address list in BackupAssist:

1. Select the Settings Tab.

2. Select Email address list.

3. To add a new email address, input the email address directly in the Add new address field.

e Email addresses should be entered in the form Name <emailalias@domain.com> For example
below: Support <support@backupassist.com>

e You can, however, simply enter the email address (john@backupassist.com) if you are not
concerned about who the email is addressed to.

4. Select the type of emails that can be accepted by this address in the Send as drop-down menu

e  HTML: emails sent will include HTML formatting for display. Email reports in BackupAssist are
much more readable when HTML formatting is used.

e Plain: emails are sent in plain-text. Some email browsers do not support HTML so it is
recommended that you use Plain for such email addresses.

5. Click Add once you have input the appropriate email address and type.

6. The new email address will now be displayed in the global list and be available for any notifications
created in the future.

To edit an email address, select the email address in the list and click Edit. You can edit the name,
email address and type. Changes made to the email address will be applied to all notifications using
that email address.

To remove an email address, select the email address in the list and click Remove. The email address
will be removed from the list and no longer available to any notifications created. The email address
will also be removed from any notifications that use the address as one of its recipients.

BackupAssist Settings tab
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Network paths

This option allows you to provide access credentials to networks, domains and drives that the default
account (Backup user identity) does not have access to. Enter or browse to the location and add it to
the Path list. The Edit option will allow you to enter an authentication account that is different to the
default account. When you create a backup job to a remote location, that location will be added here

BackupAssist network path list

£ Backup/
Changes here will affect all jobs.
Add new UNC path:
[ Browse... ” Add ]
BackupAssist UNCpath list:
Path Connect as Edit...
WDSHARE\Downloads GUMTREES\john Erme
[ ok [ cancel |

Note: Having multiple connections to a resource using the same logon credentials can generate a Windows
error, such as a BA260 error. It is therefore recommended that you avoid having mapped shares on the
computer running BackupAssist, that are the same as the paths configured within BackupAssist.

To configure a network path in BackupAssist:

1. Select the Settings Tab.

2. Select Network Paths.

To edit a network path: Select the path in the list and click Edit. You can now edit either the
network path itself, or the username and password used to access it. Changes made to a network
path will be applied to all jobs using that selection.

To remove a network path: Select the path in the list and click Remove. The network path will be
removed from the list and no longer available to any jobs for data selection. Jobs that use the
network path as part of their file selection will no longer backup this data.

3. Add new UNC path: Input the network path directly or Browse for it.

If browsing, you will be taken directly to My Network Places. Network paths must be entered in
their UNC form \\Servername\Sharename (eg. \\SBS-SERVER\accountdata)

4. Click Add once you have input the appropriate network path.

5. BackupAssist will attempt to connect to the network path using the username and password of the
backup user identity. If the backup user identity cannot access the network path, you will be asked
to supply a different username and password that has access.

6. The new network path will be displayed in the global list and be available for selection in any job.

7. Click OK

BackupAssist Settings tab
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Proxy settings

This option is used to configure proxy settings so that BackupAssist can access the internet for tasks
such as posting Centralized Monitoring reports, license activation and sending diagnostic emails.

The proxy settings defined in your web browser (or your machine’s group policy) are the default proxy
settings. A specific proxy server can be entered here for BackupAssist to use.

Proxy settings

Set the proxy that BackupAssistwill use to access the internet

£ Backuphssist

@ Defaultsettings

() No proxy

() Specific proxy
Proxy address: Port (80
User name: optional
Password: optiona’

[ ok ][ cence

To configure a Proxy setting in BackupAssist:

1. Select the Settings Tab.

2. Select Proxy settings.

3. Select where you would like BackupAssist to take its Proxy setting from.

Default settings (recommended for most users): BackupAssist will use Internet Explorer proxy
server settings defined either within the domain's Group Policy or the logged-in user's Internet
Explorer configuration. If no proxy settings have been configured for Internet Explorer then a proxy
server will not be used.

The Default settings applied to BackupAssist web requests will be taken from the following sources:

The Internet Explorer configuration of a Windows user: Defined by the logged-in user under Internet
Explorer's "Internet Options > Connections > LAN Settings"

A Group Policy setup on the domain: These settings are defined within the Group Policy Management
tools > Group Policy Object Editor, under "User Configuration > Windows Settings > Internet Explorer
Maintenance > Connection > Proxy Settings". Proxy settings defined within a Group Policy can be
configured to override the logged-in user's Internet Explorer configuration.

No proxy: No proxy server will be used to connect to the internet to perform web requests. Use
this setting if you are sure that a proxy server is not required to perform web requests, or if you
suspect that the domain's Group Policy contains proxy settings that BackupAssist should not be
using.

Specific proxy: Manually specify the address and port number of your proxy server, as well as the
credentials required to authenticate to it. If your proxy server requires a more advanced
configuration we recommend that you choose the Default settings option and configure your
proxy server within Internet Explorer or within the domain's Group Policy.

4. Click OK

BackupAssist Settings tab
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Windows settings

The Windows settings screen allows you to manage a selection of BackupAssist settings specific to
Windows. Changes made here apply to all BackupAssist jobs that use the Windows setting.

Windows settings

Modify settings that affect the behaviour of Windows

.‘&‘% BackupA

V55 timeout

10 K| minutes.

Increase this if you experience shadow copy timeout error.

Windows SystemState
[ Enable V& compatible Windows SystemState selection (available when editingjobs)

Embedded Exchange Mailbox job

[ Display the Exchange Servers option when editing a backup job. This allows youto add an existing
Exchange Mailbox Protection job to a File Archiving, System Protection or File Protection job.

Incremental Windows Image Backups
This systemwide setting will cause Windows to log every file change. This greatlyincreases the speed of
Windows Image Backups.
This setting can negatively affect system performance, particularly on servers running hard diskintensive
applications.

Enable incremental Windows Image backups

VSS timeout

This option sets the maximum amount of time allowed for Windows to take a VSS snapshot, when a
backup job begins. If the snapshot is not created within the time specified, then the backup will not
take place. On slower machines, increasing this setting can improve the success rate of backups.

Windows SystemState

In previous versions of BackupAssist, Windows SystemState was called System State and it was
available during the creation of a backup job. The Windows SystemState option is now selected by
editing a backup job after it has been created.

To learn more see the SystemState section below.

Embedded Exchange Mailbox job

BackupAssist allows you to edit existing backup jobs using the Backup tab’s Manage screen. When you
enable this option, an additional configuration will be added to the Manage screen called Exchange
Servers. This option allows you to add an Exchange Mailbox Protection backup to an existing backup
job. This feature applies to the older product, Exchange Mailbox Protection. Exchange Granular Restore
is our recommended mailbox protection technology.

To learn more, visit our Exchange Protection page.

Incremental Windows Image Backups

System Protection creates a full backup the first time it runs. Subsequent backups are incremental. To
run the incremental backups, BackupAssist scans and compares the data to be backed up and the data
in the destination image to see what data changed. This process takes a long time and can be avoided
by enabling Incremental Windows Image Backups. When this option is selected, System Protection
records the changes to the data using a virtual snapshot. This means when System Protection performs
an incremental backup, it only needs to look at the snapshot to see what data changed. This results in
significantly faster backups.

To learn more, visit our article on making faster incremental image backups.

BackupAssist Settings tab
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Windows SystemState

Overview

A Windows SystemState backup contains some of the important files, registry values and settings that
are used by the Windows operating system. It does NOT back up the operating system itself. This
means a Windows SystemState backup can be used to restore the settings your computer had at an
earlier point in time, but it will not allow you to recover your computer. A Windows SystemState
backup can be helpful if your computer is encountering errors and you want to restore your settings to
an earlier point in time, before the errors occurred.

Because Windows SystemState requires a functioning computer, and can only restore Windows
settings, we recommend that a bare-metal backup is used. A bare-metal backup can restore Windows
SystemState data, and it can ALSO be used to perform a recovery of your computer, when used with a
Windows recovery environment, like RecoverAssist.

Selecting Windows SystemState

Windows SystemState can be selected after a backup job has been created, if you have enabled the
Windows settings. The exceptions, considerations and steps required are explained below:

This table shows what backup jobs can include Windows SystemState.

NTBackup | File Archiving, File File Archiving File Protection
(Windows | Protection and System Zip-to-tape Rsync backup
2003) Protection backup jobs backup jobs jobs

During the creation of a YES NO NO NO

new backup job

By editing an existing YES YES, if enabled YES NO

backup job

To enable Windows SystemState:

1. Select the BackupAssist Settings tab.
2. Select Windows settings.

3. Tick Enable v6 compatible Windows SystemState selection.

% Backup jobs created in earlier versions of BackupAssist (that included System State) will have the
setting enabled by default in BackupAssist v7.

% Zip-to-tape backup jobs will not need to enable this setting, to select Windows SystemState.
To select Windows SystemState:

Select the BackupAssist Backup tab, and then select the Manage menu.
Select the backup job that you want to modify, and then select Edit from the menu.

Select Files and applications from the left pane.

> W

Select Windows SystemState at the top of the data selection pane.

BackupAssist Settings tab
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3. The BackupAssist menu

The BackupAssist menu is available from all screens and can be used to perform specific tasks, provide
user assistance and enter configurations that apply to your backup jobs.

Eile  Jobs View Settings Help

Figure 1: The BackupAssist menu

File

Import settings

This option will prompt you to browse to the location of a saved settings file (created using Export
settings). Once the file has been located, and OK selected, your current installation of BackupAssist will
import the settings. This import will include your backup jobs but not the reports and history of your
backups and restores.

Export settings
This option will prompt you to export the settings of your BackupAssist installation. It will save the
settings as a file that will contain your current backup jobs and configurations.

Export settings &‘ Backup

Please specify the file where to save your BackupAssist settings: @ Help

Browse...

All job settings and important global settings will be saved out to & file so that they
can later be imparted at any time on any machine running Backupassist,

OK Cancel

Figure 2: BackupAssist menu — Export settings

Jobs

This menu provides quick access to your backup jobs. Selecting a backup job from this menu will take
you to the Edit view of the Manage screen, and add a menu item at the top, called Job settings. The
Job Settings menu can also be used to access the configurations of the backup job you selected.

File Jobs View Settings Job settings Help

.{‘» Backup
& Home + New &5 Monitor F] Reports
~ i= Manage backup jobs » File Protection - RDX ~
&'\J P Run I Delete @] Add desktop shortat &) prepare media
Backup Overview 4 Summary
i Destination Job name: File Protection - RDX

Figure 3: BackupAssist menu- Job settings

BackupAssist Settings tab 10
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View

This menu provides a shortcut to all of the BackupAssist functions and tabs in one click. It also
provides access to the BackupAssist Events log. The Events log is a list of all messages that have been
sent to the Windows Event Log by BackupAssist.

File Jobs View  Settings

Help

Events Log

Display thelast events [] Auto refresh
Al ~a =

Error level Date Event Category

oInfo 27/02/2013 1:39 PM Language detected as en-US WindowsImageBackup
oInfo 27/02/2013 1:39 PM BackupAssist console started BackupAssist
A\ Warning 27/022013 1:26 PM Missing field ‘vssComponents' in type 'CortexIT.FileCatalogue.Backup...  SettingsSerializer
J‘LWarning 7/12/2012 10:14 AM Missing field ‘vssComponents' in type 'CortexIT.FileCatalogue.Backup...  SettingsSerializer
J‘LWarning 7/12/2012 10:14 AM Missing field ‘vssComponents' in type 'CortexIT.FileCatalogue.Backup...  SettingsSerializer
27/02/2013 1:32PM Method XEPTN: !Couldn't reeate SettingsBase object 'CortexIT.BA....  StaticSettings
oMajor 27/022013 1:26 PM Mew notification added of type CortexIT.BA.Motifications.Maintenanc... UL
Major 27/022013 1:26 PM Mew notification added of type CortexIT.BA.Motifications.ReportMotifi... UL

Restore smajor 27022013 1:26 PM Mew notification added of type CortexIT.BA.Notifications.ReportMotifi... UI
O Major 27/02/2013 1:26 FM New notification added of type CortexIT.BA.Notifications.Reportiotifi...  UI
JiWarning 27(022013 1:26 PM Missing field ‘vssComponents' in type 'CortexIT.FileCatalogue.Backup...  SettingsSerializer

Figure 4: BackupAssist View menu - Events log

Settings

This menu provides access to the options available in the Settings tab. Refer to the Settings tab section
of this whitepaper for an explanation of the options available.

Help
This menu provides access to the following BackupAssist help resources:
Welcome

Selecting Welcome will take you to the BackupAssist Welcome Screen. The Welcome Screen will give
you an introduction to BackupAssist's features and explain how they work.

Welcome to

BackupAssist v7 §
Backup §
Restore , §
Recover : é
Central "

Administration D

Centralized D

Monitoring & .
Welcome to BackupAssist

Powerful tools to help you Backup, Restore and Recover your system or data.
You have never been protected so well. &

BackupAssist Settings tab 11
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Help
The Help menu will take you to the help files contained within BackupAssist. The HTML help files
contain extensive information about the tools and features available.

= i
Hide Eack Home  Prnt  Options
Contents | Search|
T Using BackupAssist
= ([ Backup
[?] create A New Backup Job The BackupAssist user interface is divided into five (5) main tabs that give you access to all the funcationalities ofthe software.
Manage Backup Jobs The tabs are located to the left hand side ofthe BackupAssist consale
@ Monitor Running Backup Jobs
[7] view Backup Repors Backup
= (A Restore r@ Create, manage and monitor backup jobs and their settings.
[7] Files and Folders L)
[2] Hyper-v Backup
Exchange
[?] Exchange Granular Restore Restore
@ saL | Restore data from backups created by BackupAssist for a variety of data types.
[7] other Applications Restore
[ volumes
[2] system State/Active Directory Recover
@ Manual Tools @ Create bootable media that can be used to perform full bare metal system recoveries (with System Protection
@ Recover backups)
Q Remote Recover
0 Seﬂlng.s [y Remote
= @ Licensing Ll o ) o )
0 Advanced Remote Remote administration tools to manage and monitor multiple installations of BackupAssist remotely.
Settings
Seftings  Configure and administer global settings.

Figure 5: BackupAssist HTML Help

HTML help can also be opened using the blue help icon @ on the top right of BackupAssist. If a help
icon appears within a screen, it will take you to the help section that refers specifically to that screen.

Feedback and Support
Selecting this option will open a window with two options:

e Help file — This link will take you to the BackupAssist HTML help files (shown above).

e Contact support — This opens an email submission for BackupAssist Support. The email has an
option to attach a diagnostic file containing system information, BackupAssist's settings and error
message details. If support is required, we request that you use this tool to submit your support
request so that our technical team can better assist you.

Troubleshooting tools

e Reset RSM — This will reset the Removable Storage Manager database, and only applies to
Windows Server 2003 and earlier. Older versions of Windows use RSM to communicate with
removable media using a database, which can become corrupt and require a service reset.

e Cleanup Service — This is a support tool to be used on consultation with BackupAssist Technical
Support. The tool will be used if there are problems with backup jobs starting.

Licensing
This menu item lists the BackupAssist products you have and how many days are left for each license.
It provides links to purchase licenses online and activate products by entering BackupAssist keys.

About

This menu item will display the version of BackupAssist that is currently installed. There is also a link to
email BackupAssist Support. If you are using a trail version of BackupAssist, you will be shown how
many days you have left with a link to purchase a license.

BackupAssist Settings tab 12
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4.Technical Support

Contacting Technical Support

Should you have any questions regarding BackupAssist, please email support@backupassist.com and
we will respond to you as soon as possible.

Similarly, if you have any suggestions for additional functionality in BackupAssist, or new products or
add-ons, please also forward your feedback to support@backupassist.com.

Learn more — The Welcome Screen
Each tab in BackupAssist includes a “Learn More” link on the tab’s Home page.

For example, selecting the Learn more about Backup link will open the Welcome Screen with the
Backup introduction selected. This screen provides an overview of the tab’s functions and features, and
links to documentation and resources.

Welcome to T . _. - — .
BackupAssist 7 » Backup: Make a copy of your system or data in case the original is
lost.
Backup 5
D Q 5 HDD
Restore & = D
@ iscsl
Recover é O Cloud
@ BackupAssist @ e
Central 3
Administration =
Protect your system and data
Centralized 3
Monitoring = It's important to protect your data as files can be deleted, hard drives can die, computers get stolen and data can be corrupted. By making
backups, these risks can be mitigated because your data can be refrieved later on.

Figure 6: Backup tab — Welcome Screen
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